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Defining mobile working

Mobile working is on the increase, as part of a move towards a more flexible approach to work. 
There are a number of key benefits to this, for both employee and employer, but there are also 
risks that both should be aware of. This whitepaper aims to examine both the advantages and 
disadvantages of mobile working, as well as offering tips on mitigating the risks. 

Mobile working is often confused with other ‘working’ terminology, so it may be helpful to define 
meanings, and consider where there may be crossover in their use.

Mobile working: The ability to work or access information regardless of location.

Flexible working: An agreement to complete work without being tied to set hours.

Homeworking: An employee works mainly from their own home or using home as a central base.

Remote working or teleworking: Working in a location, separate from the central workplace, by 
using telecommunication technologies.

Agile working: The flexibility to complete work without the constraints of set hours or location.

Mobile working may well be part of a flexible, agile or home working agreement drawn up 
between an employer and their staff, offering flexibility on both where and when they work. 
However, mobile working can also be part of a structured working day if members of staff regularly 
travel within working hours or work away from the main business premises. 

For the purposes of this report, the focus will mainly be on mobile working as part of the normal 
working day, though many of the points will apply to any working arrangement that involves time 
away from the business premises
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What's in it for the business? 

Mobile working can increase productivity by reducing wasted time. If, for example, a member of 
staff travels on average 2 hours per day for work purposes, then over a year that would equate to 
around 500 hours of work time. Recouping those hours could therefore have considerable impact 
on a business. 

In addition to regaining time, mobile working can have a positive effect on general productivity and 
will improve response time. For example, a salesperson visiting a client, who has access to the 
company network, will be able to provide any necessary information on request. No more ‘I’ll have 
to email that to you when I get back to the office’, causing an avoidable delay in the sales process. 

For continuity of work between team members, mobile working can offer the following benefits:

• Information can be provided / shared immediately.

• No delay in writing up notes or updating information e.g. adding info to a database.

• Follow-up actions can be handed over to other team members immediately.

• Communication is less disrupted and more inclusive.

So, what’s the downside?

Mobile working can help to improve workflow and can build trust with staff members by allowing 
them a degree of autonomy. However, there are a number of potential disadvantages to consider 
when setting up mobile working for your business. The most important of these is security, but 
before covering this in detail, here are some general points to consider:

• Lack of supervision makes it harder to track productivity.

• Employees may be less motivated to work when away from the office.

• Constant access to work files may tempt diligent employees to work longer hours than they
should.

• Company culture may be eroded if team members are rarely together at the business
premises.
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Sensible advice would therefore be to set-up clear guidelines on mobile working, taking steps to 
monitor activity and reduce the associated risks. As the benefits to mobile working often out way 
the disadvantages, the following 7 steps are recommended when setting up mobile working for 
your business:

1. Identify the benefits

There are undoubtedly benefits to your business in having the ability to work and communicate 
remotely, but it will help to be clear on what they are. Rather than view this in general terms, 
consider what specific tasks lend themselves to mobile working and where time can be saved that is 
otherwise lost.

Consulting with staff or team-leaders may help identify occasions where workflow is disrupted by 
travel, or by individuals working away from the main business premises. This will enable you to 
highlight solutions that target the problem, in terms of the equipment they will need and the data 
or information they will have access to. 

By taking time to assess the benefits of mobile working in this way, you will be sure that the 
systems you put in place will genuinely benefit staff, making their job easier. In doing so, you are 
also highly likely to enhance your customers’ experience, as you will improve communication and 
streamline the business processes. 

2. Choose the right tools for the job

In order to facilitate mobile working, most businesses will need to supply their staff with devices for 
use outside of the office. Suitable options for this will vary according to the requirements of the 
business and individual roles. 

For example, a sales person may require a laptop with a decent screen size, in order to present to 
clients, or show product demonstrations. Other staff members may benefit from a smaller, more 
portable device such as a smart phone or tablet, used mainly for checking email or booking 
appointments. 

Making a full assessment of requirements will avoid the need to replace or upgrade devises too 
soon or invest unnecessarily in expensive hardware. Ensure that all devises are included in business 
insurance and risk management assessments and are protected by the security network. 

A word of caution…

Some companies allow employees to access data using their own devises, but this carries a greatly 
increased risk. It is far harder to track activity and prevent a security breach. 

If personal devises, including home computers, are connecting to the company network, then strict 
policies need to be put in place to govern use and access. 
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3. Train your staff

Whether mobile working is new to your business, or an established way of working, it is essential to 
provide training and advice to all members of staff. Even those employees who work solely from the 
office will need an awareness of what is acceptable when communicating or exchanging information 
with colleagues who are off-site.

Employees who undertake mobile working should be given clear guidelines on what information 
they are permitted to access remotely, how to securely send and receive data, and how to protect 
their device from a security breach. This will include advice on password protection, keeping their 
device safe and what to do if they suspect data may have been accessed improperly. 

As with all training, this will need to be updated regularly, as the business needs and processes 
change. It should also form part of the induction training for all new members of staff and for staff 
who are moving into a new or different role. 

4. Assess the risks

The risks associated with mobile working are mainly to the business, but any risk to employees must 
also be considered. By enabling employees to work away from the office, they are no longer within 
the risk-assessed environment of a business premises.  

Individuals must be made aware of their responsibilities regarding safety of using devices in public. 
This includes their personal safety i.e. talking or typing on the move, being in possession of 
potentially valuable equipment (vulnerability to theft or attack) and accessing sensitive data in 
public spaces. 

The main risks to the business are loss of IT equipment, and lack of control over the handling and 
storage of data. One of the biggest concerns in our data-rich world is a breach of data security, 
which could have major consequences given the requirements of the GDPR. 

Security breaches may be accidental (a lap top left open, or a conversation overheard) or deliberate 
(a rival company or a disgruntled employee). The latter are known as ‘insider acts’ and it is 
important to look for the warning signs when protecting your business from security breaches. 

5. Monitor your employees

Whilst trust is a wonderful thing, it doesn’t pay to be complacent, particularly if employees have 
remote access to the company network and the freedom to work from anywhere. When a company 
recruits new staff, stringent measures will normally be taken to ensure they are reliable, honest and 
have a healthy work record. 

However, according to CPNI (Centre for the Protection of National Infrastructure) 75% of insider acts 
were carried out by staff who had ‘no malicious intent when joining the organisation, but whose 
loyalties changed after recruitment’. 
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Motivation for committing such an act may include financial gain, revenge for perceived 
wrongdoing, poor mental health or a desire to damage the company. In most cases there will have 
been a situation, or circumstances, that leads to a malicious act. Responding early and taking the 
necessary steps to increase security may therefore prevent or limit the damage of any such act.

6. Upgrade your security

Your security provider should be able to advise on what systems can be put in place to protect the 
business. This should to encompass all fixed and mobile devices and related software, the 
storage / handling of data, and security across all channels of communication. 

Mobile workers will most likely use a public network, such as the Internet, to connect back to the 
corporate network. The device and the information exchange should, therefore, be protected by 
an appropriately configured Virtual Private Network (VPN). 

Data encryption can offer further protection of stored and transferred data.  It is advisable to 
place limits on the storage of data on mobile devices, particularly if the data is not currently being 
used, known as ‘data at rest’. 

Again, training is the best way to ensure that all personnel take steps to maintain security. An 
understanding of where the vulnerabilities lie, and what is likely to compromise security, will offer 
the highest chance of avoiding a breach. This information should also be made available in a 
purposely-designed mobile working policy, which everyone should have access to.

7. Create a specific mobile working policy

Businesses should aim to create a robust mobile working policy, but one that can be adapted to 
meet any changing needs or circumstances. The guidelines therein must be clear, with no 
ambiguity, and in essence form an agreement between employee and employer. This policy may 
even form part of the employment contract if mobile working is to be an established part of the 
role. 

Key areas of a mobile working policy are as follows:

• Which tasks and activities are permitted / prohibited while mobile working (e.g. financial
transactions, handling of personal or sensitive data).

• How documents are safely transmitted / stored (what types of documents are permitted to
be processed while mobile working).

• How to respond to a security breach.

• How to deal with lost or stolen equipment.

• A financial agreement regarding mobile working expenses (cost of equipment, mobile
connectivity, printing, stationary and travel).
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• Expectations for employee to be on-site at business premises (to attend meetings / liaise with
colleagues).

• Insurance policy details, covering mobile working

• Health & safety check of mobile working environment and employee conduct.

In line with the advice given on getting your business ready for mobile working, it is recommended 
that you undertake a regular evaluation of the policies in place. Things can move fast in a growing 
business and what may have worked perfectly fine with a few employees may need better 
governance or guidance as the workforce grows. 

Other changes may include: working at a new client site, the introduction of new technology, a 
change of direction for the business, or overhaul of company policy (of which the mobile working 
policy will form part). 
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A note on overseas work

If mobile working is likely to include travel overseas, then an appropriate mobile working policy will 
be needed. Travelling abroad may bring increased risk of loss or damage to IT devices, as well as an 
increased risk of a security breach. 

An appropriate addition to the existing policy, for those travelling and working abroad, should 
therefore take into consideration the country’s laws (particularly around data transmission), 
acceptable administrative practices and cultural sensitivities. 



In conclusion

There are many benefits for both a business and employees in offering the ability to work away 
from the office. This may in turn provide a more streamlined service and continuity in customer 
care. 

Opportunities to present and share information, as well as to pass work between colleagues, may 
be significantly enhanced via mobile working. Lost hours (due to travel or time away from the 
office) can be filled with meaningful activity, which will positively impact productivity and profit. 

Businesses should to assess what equipment is needed for mobile working and how to advise 
staff on using the devices provided. Health and safety concerns must also be addressed with staff 
working away from the office or business premises, as must the security of data and information 
exchange in public spaces. 

A specific policy should be in place, detailing the agreement for mobile working, which must be 
updated according to any changes in circumstance. As with any process, there are risks - which 
can be mitigated by careful planning and execution. 

Mobile working is part of an increasing shift away from rigid hours in an office, and towards a 
flexibility that allows both the business and employees to structure a working pattern of mutual 
benefit. Members of staff who are afforded this trust and autonomy will often perform better. 
However, this must be balanced by monitoring the potential for a security breach, accidental or 
otherwise.

Mobile working presents a practical solution to a fast-paced modern working environment, and if 
implemented correctly can ensure that valuable hours are spent on profitable activities. 

If you have any questions about device or data security or would like help setting up mobile 
working in your business, please get in touch. Call 0161 788 0000 or email sales@incom.co.uk 
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